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Certified Incident Handling Engineer

Price: 3500
Duration: 4 days

Delivery Methods: Virtual

Overview
About this Course

The Certified Incident Handling Engineer vendor neutral certification is designed to help Incident
Handlers, System Administrators, and any General Security Engineers understand how to plan,
create and utilize their systems in order to prevent, detect and respond to attacks.In this in-depth
training, students will learn step-by-step approaches used by hackers globally, the latest attack
vectors and how to safeguard against them, Incident Handling procedures (including developing
the process from start to finish and establishing your Incident Handling team), strategies for each
type of attack, recovering from attacks and much more.Furthermore, students will enjoy numerous
hands-on laboratory exercises that focus on topics, such as reconnaissance, vulnerability
assessments using Nessus, network sniffing, web application manipulation, malware and using

Netcat plus several additional scenarios for both Windows and Linux systems.

1. Accredited by the NSA CNSS 4011-4016

2. Is approved and has been placed on Homeland Security’s National Initiative for Cyber
Security Careers and Studies (NICCS) training providers and maps to the National
Cybersecurity Workforce Framework

3. Preferred cyber certification for the FBI
At Course Completion

Upon completion of the Certified Incident Handling Engineer course, students will be able to
confidently undertake the CIHE certification examination (recommended). Students will enjoy an in-

depth course that is continuously updated to maintain and incorporate the ever changing security


https://toptalentlearning.com/
https://fbijobs.gov/CyberCareers/FBI_CyberPage_AdditionalCertificates.pdf

world. This course offers up-to-date proprietary laboratories that have been researched and

developed by leading security professionals from around the world.
Outline

Module | - Incident Handling Explained

Module Il - Threats, Vulnerabilities and Exploits
Module Ill - Preparation

Module IV - First Response

Module V - Containment

Module VI - Eradication

Module VII - Recovery

Module VIII - Follow-Up
Prerequisites

A minimum of 12 months experience in networking technologies
Sound knowledge of

TCP/IP

Knowledge of Microsoft packages

Basic Knowledge of Linux is essential

Course Schedule

Date Time Price Options

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands



95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.

For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?


https://toptalentlearning.com/contact-us
https://toptalentlearning.com/contact-us
https://toptalentlearning.com/find-training

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?

You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



