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Overview

The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) training provides an
understanding of the network infrastructure devices, operations, and vulnerabilities of the TCP/IP
protocol suite, and basic information security concepts, common network application operations
and attacks, the Windows and Linux operating systems, and the types of data that are used to
investigate security incidents. After completing this training, you will have the basic knowledge
that is required to perform the job role of an associate-level cybersecurity analyst in a threat-
centric security operations center (SOC).

Who Should Enroll
e This training is designed for associate-level cybersecurity analysts who are working in
security operation centers

How you’ll benefit

This training will help you:
e Learn the fundamental skills, technigues, technologies, and the hands-on practice necessary
to prevent and defend against cyberattacks as part of a SOC team

COURSE OBJECTIVES

Upon completing this course, the learner will be able to meet these overall objectives:
e Explain how a SOC operates and describe the different types of services that are performed
from a Tier 1 SOC analyst’s perspective
e Explain the use of SOC metrics to measure the effectiveness of the SOC
e Explain the use of a workflow management system and automation to improve the
effectiveness of the SOC
e Describe the Windows operating system features and functionality
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e Provide an overview of the Linux operating system

e Understand common endpoint security technologies

e Explain the network security monitoring (NSM) tools that are available to the network security
ahalyst

e Describe security flaws in the TCP/IP protocol and how they can be used to attack networks
and hosts

e Explain the data that is available to the network security analyst

e Describe the basic concepts and uses of cryptography

e Understand the foundational cloud security practices, including deployment and service
models, shared responsibilities, compliance frameworks, and identity and access
management, to effectively secure cloud environments against cyberthreats

e Understand and implement advanced network security, data protection, secure application
deployment, continuous monitoring, and effective disaster recovery strategies to secure
cloud deployments

e Understand the kill chain and the diamond models for incident investigations, and the use of
exploit kits by threat actors

¢ Identify the common attack vectors

e Identify malicious activities

e |dentify patterns of suspicious behaviors

e |dentify resources for hunting cyber threats

e Explain the need for event data normalization and event correlation

e Conduct security incident investigations

e Explain the use of a typical playbook in the SOC

e Describe a typical incident response plan and the functions of a typical computer security
incident response team (CSIRT)

Learning Path Prerequisites

To fully benefit from this course, you should have the following knowledge and skills:
e Familiarity with Ethernet and TCP/IP networking
e Working knowledge of the Windows and Linux operating systems
e Familiarity with basics of networking security concepts

COURSE OUTLINE
e Defining the Security Operations Center
e Understanding SOC Metrics
e Understanding SOC Workflow and Automation
e Understanding Windows Operating System Basics
e Understanding Linux Operating System Basics
e Understanding Endpoint Security Technologies
e Understanding Network Infrastructure and Network Security Monitoring Tools
e Understanding Common TCP/IP Attacks
e Exploring Data Type Categories
e Understanding Basic Cryptography Concepts
e Cloud Security Fundamentals
e Securing Cloud Deployments
e Understanding Incident Analysis in a Threat-Centric SOC



e |dentifying Common Attack Vectors

e |dentifying Malicious Activity

¢ Identifying Patterns of Suspicious Behavior

¢ Identifying Resources for Hunting Cyber Threats

e Understanding Event Correlation and Normalization

e Conducting Security Incident Investigations

e Using a Playbook Model to Organize Security Monitoring
e Describing Incident Response

Course Schedule

Date Time Price Options

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.
For questions

call:



(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?
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You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



