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Overview

Learn how to protect information in your Microsoft 365 deployment. This course focuses on data
governance and information protection within your organization. The course covers implementation
of data loss prevention policies, sensitive information types, sensitivity labels, data retention
policies and Office 365 message encryption among other related topics. The course helps learners

prepare for the Microsoft Information Protection Administrator exam (SC-400).
Audience Profile

The Information Protection Administrator plans and implements controls that meet organizational
compliance needs. This person is responsible for translating requirements and compliance controls
into technical implementation. They assist organizational control owners to become and stay
compliant. They work with information technology (IT) personnel, business application owners,
human resources, and legal stakeholders to implement technology that supports policies and
controls necessary to sufficiently address regulatory requirements for their organization. They also
work with the compliance and security leadership such as a Chief Compliance Officer and Security
Officer to evaluate the full breadth of associated enterprise risk and partner to develop those
policies. This person defines applicable requirements and tests IT processes and operations against
those policies and controls. They are responsible for creating policies and rules for content

classification, data loss prevention, governance, and protection.

At Course Completion
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After completing this course, students will be able to:

e Explain and use sensitivity labels.

e Configure Data Loss Prevention policies.

e Secure messages in Office 365.

e Describe the information governance configuration process.

e Define key terms associated with Microsoft’'s information protection and governance
solutions.

e Explain the Content explorer and Activity explorer.

e Describe how to use sensitive information types and trainable classifiers.

e Review and analyze DLP reports.

e Identify and mitigate DLP policy violations.

e Describe the integration of DLP with Microsoft Cloud App Security (MCAS).

e Deploy Endpoint DLP.

e Describe records management.

e Configure event driven retention.

e Import a file plan.

e Configure retention policies and labels.

e Create custom keyword dictionaries.

e Implement document fingerprinting.

Outline

Learning Path 1: Implement Information Protection in Microsoft 365

Learning Path 2: Implement Data Loss Prevention

Learning Path 3: Implement Data Lifecycle and Records Management

Learning Path 4: Monitor and investigate data and activities by using Microsoft Purview

This learning path provides instruction on managing content search and investigations in Microsoft
365, including how to search for content in the Microsoft Purview compliance portal, Microsoft
Purview Audit, and Microsoft Purview eDiscovery. This learning path aligns with exam SC-400:

Microsoft Information Protection Administrator.

Learning Path 5: Manage Insider and Privacy Risk in Microsoft 365



Discover how to manage internal risks and privacy policies using Microsoft Purview Insider Risk
Management and Microsoft Priva. This learning path aligns with exam SC-400: Microsoft

Information Protection Administrator.

Prerequisites

Before attending this course, students should have:

Foundational knowledge of Microsoft security and compliance technologies.

Basic knowledge of information protection concepts.

Understanding of cloud computing concepts.

Understanding of Microsoft 365 products and services.

Course Schedule

Date Time Price Options

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor



Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.
For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?
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If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.
What happens when | finish my class?
You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an

exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



