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Price: 4195
Duration: 5 days

Delivery Methods: Virtual & In-Person

Overview

Implementing and Administering Cisco Solutions (CCNA) training teaches you how to install,
operate, configure, and verify a basic IPv4 and IPv6 network, configure network components, such
as switches, routers, and wireless local area network (LAN) controllers (WLNs), manage network
devices, and identify basic security threats. This training also covers the introduction of Al and
machine learning (ML) in network operations.This training prepares you for the Cisco Certified

Network Associate (200-301 CCNA) v1.1 exam. If passed, you earn the CCNA certification.
How You’ll Benefit

This training will help you:

o

Learn the knowledge and skills to install, configure, and operate a small- to medium-
sized network

Gain a foundation in the essentials of networking, security, and automation

o

o

Prepare for the 200-301 CCNA v1.1 exam

Earn 30 CE credits toward recertification

o

Who Should Enroll

o

Entry-level Network Engineers

o

Entry-level Network Administrators

e}

Entry-level Network Support Technicians

o

Entry-level Help Desk Technicians


https://toptalentlearning.com/

Prerequisites:

The knowledge and skills you are expected to have before attending this training are:

o

Basic computer literacy

o

Basic PC operating system navigation skills

[0

Basic internet usage skills

o

Basic IP address knowledge

Course Objectives:

Upon completing this course, the learner will be able to meet these overall objectives:

e Identify the components of a computer network and describe their basic characteristics

e Understand the model of host-to-host communication

o Describe the features and functions of the Cisco I0S Software

e Describe LANs and the role of switches within LANs

e Describe Ethernet as the network access layer of transmission control protocol and the
internet protocol (TCP/IP) and describe the operation of switches

e Install a switch and perform the initial configuration

e Describe the TCP/IP internet layer, IPv4, its addressing scheme, and subnetting

e Describe the TCP/IP transport layer and application layer

e Explore the functions of routing

e Implement basic configuration on a Cisco router

e Explain host-to-host communications across switches and routers

e |dentify and resolve common switched network issues and common problems associated with
IPv4 addressing

e Describe IPv6 main features, addresses and configure and verify basic IPv6 connectivity

e Describe the operation, benefits, and limitations of static routing

e Describe, implement and verify virtual local area networks (VLANS) and trunks

e Describe the application and configuration of inter-VLAN routing

e Explain the basics of dynamic routing protocols and describe components and terms of open
shortest path first (OSPF)

e Explain how spanning tree protocol (STP) and rapid spanning tree protocol (RSTP) work

e Configure link aggregation using EtherChannel

e Describe the purpose of Layer 3 redundancy protocols

e Describe basic wide-area network (WAN) and virtual private network (VPN) concepts

e Describe the operation of access control lists (ACLs) and their applications in the network



e Configure internet access using dynamic host configuration protocol (DHCP) clients and
explain and configure network address translation (NAT) on Cisco routers

e Describe the basic quality of service (QoS) concepts

e Describe the concepts of wireless networks, which types of wireless networks can be built and
how to use WLC

e Describe network and device architectures and introduce virtualization

e Explain software-defined networks

e Configure basic Cisco 10S system monitoring tools

e Describe the management of Cisco devices

e Describe the current security threat landscape

e Describe threat defense technologies

e Implement a basic security configuration of the device management plane

e Implement basic steps to harden network devices

e Discuss the need of network programmability in Enterprise networks, common
programmability protocols, and configuration management tools

e Describe Al and ML in network operations

Course Schedule

Date Time Price Options
05/18/2026 09:00 AM - 05:00 PM CT 4,195.00 Buy Now Enroll
07/06/2026 09:00 AM - 05:00 PM CT 4,195.00 Buy Now Enroll
08/10/2026 09:00 AM - 05:00 PM CT 4,195.00 Buy Now Enroll
06/15/2026 09:00 AM - 05:00 PM CT 4,195.00 Buy Now Enroll

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.
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3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.

For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?


https://toptalentlearning.com/contact-us
https://toptalentlearning.com/contact-us
https://toptalentlearning.com/find-training

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?

You will receive a ‘Certificate of Completion” once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



