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Overview

The duration of this course is 40 hours and is eligible for 30 CE credits toward

recertification.

This training teaches you how to install, operate, configure, and verify a basic IPv4 and IPv6
network, configure network components, such as switches, routers, and wireless local area network
(LAN) controllers (WLNs), manage network devices, and identify basic security threats. This training

also covers the introduction of Al and machine learning (ML) in network operations.

This Learning Path prepares you for the Cisco Certified Network Associate (200-301 CCNA) v1.1

exam. If passed, you earn your CCNA certification.

How You’ll Benefit

This training will help you

e Learn the knowledge and skills to install, configure, and operate a small- to medium-sized
network.
e Gain a foundation in the essentials of networking, security, and automation.

e Prepare for the 200-301 CCNA v1.1 exam.

Who Should Enroll
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Entry-level Network Engineers.

Entry-level Network Administrators.

Entry-level Network Support Technicians.

Entry-level Help Desk Technicians.

Course Outline:

Exploring the Functions of Networking

e Introducing the Host-To-Host Communications Model

e Operating Cisco 10S Software

e Introducing LANs

e Exploring the TCP/IP Link Layer

e Starting a Switch

e Introducing the TCP/IP Internet Layer, IPv4 Addressing, and Subnets
e Explaining the TCP/IP Transport Layer and Application Layer
e Exploring the Functions of Routing

e Configuring a Cisco Router

e Exploring the Packet Delivery Process

e Troubleshooting a Simple Network

e Introducing Basic IPv6

e Configuring Static Routing

e Implementing VLANs and Trunks

e Routing Between VLANs

e Introducing OSPF

e Building Redundant Switched Topologies

e Improving Redundant Switched Topologies with EtherChannel
e Explaining the Basics of ACL

e Enabling Internet Connectivity

e Introducing Al and ML in Network Operations

e Introducing System Monitoring

e Managing Cisco Devices

e Securing Administrative Access

e Implementing Device Hardening

e Exploring Layer 3 Redundancy

e Introducing WAN Technologies

e Introducing QoS



Explaining Wireless Fundamentals

Introducing Architectures and Virtualization

Explaining Software-Defined Networking

Introducing Network Programmability

Examining the Security Threat Landscape

Implementing Threat Defense Technologies

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.
For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training
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FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?

You will receive a ‘Certificate of Completion” once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



