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Overview

The duration of this course is 24 hours, and it is eligible for 24 CE credits towards

recertification.

The Implementing Automation for Cisco Security Solutions (SAUI) training teaches you how to
design advanced automated security solutions for your network. Through a combination of lessons
and hands-on labs, you will learn the use of modern programming concepts, RESTful Application
Program Interfaces (APIs), data models, protocols, firewalls, web, Domain Name System (DNS),
cloud, email security, and Cisco® ldentity Services Engine (ISE) to strengthen cybersecurity for
your web services, network, and devices. You will learn to work within the following platforms:
Cisco Firepower® Management Center, Cisco Firepower Threat Defense, Cisco ISE, Cisco pxGrid,
Cisco Stealthwatch® Enterprise, Cisco Stealthwatch Cloud, Cisco Umbrella®, Cisco Advanced
Malware Protection (AMP), Cisco Threat grid, and Cisco Security Management Appliances. This
training will teach you when to use the API for each Cisco security solution to drive network

efficiency and reduce complexity.

This training prepares you for Automating and Programming Cisco Security Solutions (300-735
SAUTO) v1.1 certification exam. If passed, you earn the Cisco Certified DevNet Specialist - Security
Automation Programmability certification and satisfy the concentration exam requirements for the
Cisco Certified Network Professional (CCNP) Security and Cisco Certified DevNet Professional

certifications. Introducing Automation for Cisco Solutions (CSAU) training is recommended prior to
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enrolling in this training because it provides crucial foundational knowledge essential to success.
How You’'ll Benefit

This training will help you:
e Gain the knowledge and skills to use automation and programmability to design more
efficient networks, increase scalability, and protect against cyberattacks
e Learn how to create APIs to streamline cloud-based, network security solutions for your
organization

Who Should Enroll

Network Engineers

Systems Engineers

Wireless Engineers
Consulting Systems Engineers
Technical Solutions Architects
Network Administrators
Wireless Design Engineers
Network Managers

Sales Engineers

Account Managers

Path Objectives

After taking this training, you should be able to:

e Describe the overall architecture of the Cisco security solutions and how APIs help enable
security

e Know how to use Cisco Firepower APIs

e Explain how pxGrid APIs function and their benefits

e Demonstrate what capabilities the Cisco Stealthwatch APIs offer and construct API requests to
them for configuration changes and auditing purposes

e Describe the features and benefits of using Cisco Stealthwatch Cloud APIs

e Learn how to use the Cisco Umbrella Investigate API

e Explain the functionality provided by Cisco AMP and its APIs

e Describe how to use Cisco Threat Grid APIs to analyze, search, and dispose of threats

Learning Path Prerequisites

There are no prerequisites for this training. However, the knowledge and skills you are
recommended to have before attending this training are:
e Basic programming language concepts
Basic understanding of virtualization
Ability to use Linux and Command Line Interface (CLI) tools, such as Secure Shell (SSH) and
bash
CCNP level core networking knowledge
CCNP level security networking knowledge

These skills can be found in the following Cisco Learning Offerings:



e Introducing Automation for Cisco Solutions (CSAU)
e Implementing and Administering Cisco Solutions (CCNA)
e Implementing and Operating Cisco Security Core Technologies (SCOR)

Learning Path Outline
e Introducing Cisco Security APIs
Consuming Cisco Advanced Malware Protection APIs
Using Cisco ISE
Using Cisco pxGrid APIs
Using Cisco Threat Grid APIs
Investigating Cisco Umbrella Security Data Programmatically
Exploring Cisco Umbrella Reporting and Enforcement APIs
Automating Security with Cisco Firepower APIs
e Operationalizing Cisco Stealthwatch and the API Capabilities
e Using Cisco Stealthwatch Cloud APIs
e Describing Cisco Security Management Appliance APIs

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.

For questions



call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.
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What happens when | finish my class?

You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



