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Access for Users & Endpoints (SCAZT)

Price: 4395
Duration:

Delivery Methods: Virtual

Overview

The Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT) training
teaches you the skills for designing and implementing cloud security architecture, user and device
security, network and cloud security, cloud application and data security, cloud visibility and

assurance, and responding to cloud threats.

This training prepares you for the 300-740 SCAZT v1.0 exam. If passed, you earn the Cisco
Certified Specialist - Security Secure Cloud Access certification and satisfy the concentration exam

requirement for the Cisco Certified Network Professional (CCNP) Security certification.
How You’ll Benefit

This training will help you:

e Attain skills for designing and implementing cloud security architecture, user and device
security, network and cloud security, cloud application and data security, cloud visibility and
assurance, and responding to cloud threats

e Gain knowledge for protocols, solutions, and designs to acquire professional-level and expert-
level cloud design and implementation roles

Who Should Enroll
e Network engineers
e Network security engineers
e Network architects
e Sales/Presales engineers

Path Objectives
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e Compare and contrast the National Institute of Standards and Technology (NIST),
Cybersecurity and Infrastructure Security Agency (CISA), and Defense Information Systems
Agency (DISA) security frameworks, and understand the importance of adopting standardized
frameworks for cybersecurity in enhancing an organization’s security posture

e Describe the Cisco Security Reference Architecture and its five main components

e Describe commonly deployed use cases and recommend the necessary capabilities within an
integrated security architecture to address them effectively

e Describe the Cisco Secure Architecture for Everyone (SAFE) architecture

e Review the benefits, components, and process of certificate-based authentication for both
users and devices

e Enable Duo multi-factor authentication (MFA) to protect an application from the Duo
Administration Portal, and then configure the application to use Duo MFA for user login
authentication

e Install Cisco Duo and implement its multifactor authentication on remote access virtual
private network (VPN)

e Configure endpoint compliance

e Review and demonstrate the ability to understand Stateful Switchover (SSO) using security
assertion markup language (SAML) or OpenlD Connect together with Cisco Duo

e Describe Cisco software-defined wide-area network (SD-WAN) on-box and integrated threat
prevention security services

e Describe SD-WAN on-box and integrated content filtering security services

e Describe the features and capabilities of Cisco Umbrella Secure Internet Gateway (SIG), such
as DNS Security, Cloud-Delivered Firewall (CDFW), intrusion prevention systems (IPS), and
interaction with Cisco SD-WAN

e Introduce the reverse proxy for internet-facing applications protections

e Explore the Cisco Umbrella SIG use case to secure cloud application access, the limitations
and benefits of the solution, and the features available to discover and control access to
cloud delivered applications

e Explore the Cisco ThousandEyes capabilities for monitoring the Cisco SD-WAN deployment

e Describe the challenges of accessing SaaS applications in modern business environments and
explore the Cisco SD-WAN Cloud OnRamp for Saa$S solution with direct or centralized internet
access

e Introduce the Cisco Secure Firewall platforms, use cases, and security capabilities

e Demonstrate a comprehensive understanding of web application firewalls

e Demonstrate a comprehensive understanding of Cisco Secure Workload capabilities,
deployment options, agents, and connectors

e Demonstrate a comprehensive understanding of Cisco Secure Workload application
dependency mapping and policy discovery

e Demonstrate a comprehensive understanding of common cloud attack tactics and mitigation
strategies

Course Schedule

Date Time Price Options



Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.
For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?
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Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?

You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



