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Overview

This course shows you how to deploy and use Cisco Email Security Appliance to establish
protection for your email systems against phishing, business email compromise, and ransomware,
and to help streamline email security policy management.

This course provides you with the knowledge and skills to implement, troubleshoot, and administer
Cisco Email Security Appliance, including key capabilities such as advanced malware protection,
spam blocking, anti-virus protection, outbreak filtering, encryption, quarantines, and data loss
prevention.

How You’ll Benefit

This course helps prepare you for the Securing Email with Cisco Email Security Appliance (300-720
SESA) exam, which leads to CCNP Security and the Certified Specialist – Email Content Security
certifications.

Who Should Enroll
Security engineers
Security administrators
Security architects
Operations engineers
Network engineers
Network administrators
Network or security technicians
Network managers
System designers
Cisco integrators and partnPath Objectives

https://toptalentlearning.com/


After taking this course, you should be able to:
Describe and administer the Cisco Email Security Appliance (ESA)
Control sender and recipient domains
Control spam with Cisco Talos SenderBase and anti-spam
Use anti-virus and outbreak filters
Use mail policies
Use content filters
Use message filters to enforce email policies
Prevent data loss
Perform Lightweight Directory Access Protocol (LDAP) queries
Authenticate Simple Mail Transfer Protocol (SMTP) sessions
Authenticate email
Encrypt email
Use system quarantines and delivery methods
Perform centralized management using clusters
Test and troubleshoot
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Learning Path Prerequisites

The knowledge and skills that a student must have before attending this course are:
TCP/IP services, including Domain Name System (DNS), Secure Shell (SSH), FTP, Simple
Network Management Protocol (SNMP), HTTP, and HTTPS
Experience with IP routing

To fully benefit from this course, you should have one or more of the following basic technical
competencies:

Cisco certification (Cisco CCENT certification or higher)
Relevant industry certification [International Information System Security Certification
Consortium ((ISC)2), Computing Technology Industry Association (CompTIA) Security+,
International Council of Electronic Commerce Consultants (EC-Council), Global Information
Assurance Certification (GIAC), ISACA]
Cisco Networking Academy letter of completion (CCNA 1 and CCNA 2)
Windows expertise: Microsoft [Microsoft Specialist, Microsoft Certified Solutions Associate
(MCSA), Microsoft Certified Systems Engineer (MCSE)], CompTIA (A+, Network+, Server+)
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Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training
experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership –
Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,
measurable impact and exceptional service.



Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to
learner success.

For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if I have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to
info@toptalentlearning.com to avoid rescheduling penalties.

How do I enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing
process.

What happens once I purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional
questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

https://toptalentlearning.com/contact-us
https://toptalentlearning.com/contact-us
https://toptalentlearning.com/find-training


If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled
on a stand-by basis. The student must supply previously issued courseware. Additional fees may
apply.

What happens when I finish my class?

You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss
your readiness for the voucher and make arrangements to send it.


