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Overview

This 3-day course is hands-on training on Cisco Meraki SD-WAN implementations, basic and
advanced Cisco Meraki SD-WAN Security features that are available on Meraki MX routers. Deep
dive into capabilities like Firewall and Traffic, Application Aware Firewall, AMP Integration, Content
Filtering and Threat protection and many other advanced features are covered as a part of this
training. This course also provides hands-on training on Cisco Meraki SD-WAN Programmability
features.

Who Should Enroll

This course is ideal for those who regularly deploy or manage Meraki networks and want to deepen
their technical expertise and understanding of the full Meraki product suite and features. This may
include professionals with job titles or in roles such as:
e Field deployment technicians
Network administrators
Pre-/Post-sales engineers
Service provider engineers
Systems engineers
IT professionals

COURSE OBJECTIVES

Upon completing this course, the learner will be able to meet these overall objectives:
e Introduction to Cisco Meraki SD-WAN Solution and Products/Components

Understand key concepts of Cisco Meraki SD-WAN

Implement Meraki SD-WAN Solution

Understand Cisco Meraki SD-WAN Security Features

Implement Firewall and IPS Policies
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e Understand Cisco SD-WAN Programmability features
e Script APIs to automate Cisco SD-WAN vManage configurations

Learning Path Prerequisites

The knowledge and skills that a learner should have before attending this course are as follows:
e General knowledge of Cisco UCS servers
e Server virtualization knowledge

COURSE OUTLINE

Module 1: Introduction to Meraki SD-WAN and Meraki Key Concepts
e Meraki Centralized Dashboard
Meraki key concepts
o Meraki Concentrator Modes
o VPN Topology
o Split Tunnel and Full Tunnel
o Hub and Spoke and VPN Mesh
Meraki Connection Monitor
Data Center Redundancy (DC-DC Failover)
Warm Spare for VPN Concentrators

Module 2: Meraki SD-WAN Deployment Models
e Introduction
e Data Center Deployment
e MX Deployment Considerations
MX Deployment Considerations
Upstream DC Switching Considerations
Routing Considerations
Firewall Considerations
e Branch Deployment
o AutoVPN at the Branch
o Hub and Spoke VPN Deployment
o Hub Priorities and Design considerations
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Module 3: Meraki SD-WAN Security

Exploring the SD-WAN and Security Dashboard
Site-to-site VPN Deep Dive

Client VPN Technologies

Access control and Splash Page

NAT and Port Forwarding

Firewall and Traffic Shaping

Content Filtering and Threat Protection

Meraki and Cisco Umbrella Integration

Module 4: Firewall and Traffic Shaping Policies
e MX Firewall Settings



Outbound Rules
Appliance Services
Layer 7 Firewall Rules
Forwarding Rules
e I[P Source Address Spoofing Protection
o Overview and Key Terms
o NAT Modes Implementation
o Supported Deployment Topologies
e SD-WAN and Traffic Shaping
o Uplink Configurations
o Uplink Selections
o Global Bandwidth Limitations
o Traffic Shaping Rules
o Web Cache
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Module 5: SD-WAN Security - Content Filtering and Threat Protection
e MX and Active Directory Integrations
e Content Filtering Implementations and Troubleshooting
e Cisco AMP Integrations and Threat Protection
e Threat Grid Integrations

Module 6: Programmable API

e Meraki Dashboard API with Postman
Meraki Organization and Networks Import into Postman
Meraki Devices into the appropriate Networks using APIs
Troubleshooting Meraki using APIs
Dashboard
Device Dashboard

Course Schedule

Date Time Price Options

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses



Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.

For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.
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What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?

You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



