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Overview

Cisco Secure Workload Firewall Enforcement Agents, Data Flow Mapping, and Advanced Policy
Deployment, CSWADV, is a 5-day course exploring telemetry data, the flows corpus, and how
Cisco Secure Workload Firewall Agent provides enforcement. This course will provide the details
and hands-on activities necessary to successfully deploy, manage, and troubleshoot policies in
Cisco Secure Workload.

COURSE OBJECTIVES

Upon completing this course, the learner will be able to meet these overall objectives:
e Describe how the Cisco Secure Workload Agents work to enforce security policy
Describe how to deploy the Cisco Secure Workload Firewall Agent
Describe how to Manage and Troubleshoot Cisco Secure Workload Firewall Agent policies
Review administrative and management tasks necessary to operate, support and manage
Cisco Secure Workload
Describe how Cisco Secure Workload telemetry data is utilized in the Flows Corpus
e Construct effective policies based on discovered flows and Application Dependency Mapping
(ADM)

Learning Path Prerequisites

The knowledge and skills that the learner should have before attending this course are as follows:
e Knowledge of cloud and (virtual) data center architecture or cloud basic networking concepts
e Familiarity with Cisco basic networking security concepts and application security concepts
e High-level familiarity with basic telemetry protocols and Big Data analytics


https://toptalentlearning.com/

COURSE OUTLINE

Module 1: Cisco Secure Workload Firewall Agent
e How the Cisco Secure Workload Firewall Agent Enforces Firewall Rules
e Deploying and Managing Linux Enforcement Agents
e Deploying and Managing Windows Enforcement Agents
e Deploying and Managing AlX Enforcement Agents

Module 2: Cisco Secure Workload Enforcement Agent Components, Messaging, and
Interaction

e Enforcement Front End

e Firewall and Catch-all Rules

e The Preserve Rules Option

e Agent Config Intents

e Stateful Enforcement

Module 3: Enforcement Agent Ul Configurations and Troubleshooting
e Agent Ul Configuration

Monitoring Agents

Platform Specific Enforcement Features and Requirements

Known Limitations

Troubleshooting Inbound and Outbound Firewall Rules

Module 4: Secure Connector, Edge and Ingest Appliances
e Secure Connector Overview

Secure Connector features and configuration

Edge Appliance Overview

Edge Appliance configuration

Ingest Appliance Overview

Ingest appliance features and configurations

Module 5: Application Dependency Mapping
e Application Management Workflow Cycle
e Application Insight
e ADM Process
e ADM Run Results
e Cluster Confidence

Module 6: Cisco Secure Workload Policy Analysis
e Enable Policy Analysis

Live Policy Analysis

Backdated Policy Experiments

Quick Policy Analysis

Diagnosis Using Policy Analysis

Module 7: Cisco Secure Workload Analytics Policy Enforcement Overview
e Policy Global Ordering & Conflict Resolution
e Scope Priorities
e Troubleshooting Policy Enforcement



Module 8: Cisco Secure Workload Flow Search
e Understanding the Flow Corpus

Using Scopes to Filter Results

Searching with Conjunctions

Correlating Flow Data with Hosts and Processes

Leveraging Annotations

Module 9: Using Secure Workload Forensics
e Forensic Signals
Configuring Forensics
Forensics Visualization and Alerts
Forensics Scoring
Network and Process Hash Anomaly Detection

Module 10: Cisco Secure Workload Apps and API
e App Store

User Apps

Visualize Data Sources

Bring your own Data

OpenAPI

Course Schedule
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Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.



Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.

For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?


https://toptalentlearning.com/contact-us
https://toptalentlearning.com/contact-us
https://toptalentlearning.com/find-training

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.
What happens when | finish my class?
You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an

exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



