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Overview

SD-Access is Cisco’s Next Generation campus networking solution that simplifies management,
automation, and improves security implications. Who (People), what (Devices), when (Time) and
where (Location) are questions we would like answered when working with users and devices!
These questions are answered within a single pane of glass known as the Cisco ldentity Services
Engine (ISE). Once users and devices are identified we often segment these groups for
management purposes. Cisco’s Catalyst Center (formerly DNA Center) is a means of configuring
and maintaining that segmentation using software defined access. Catalyst Center is not limited to
configuration changes.and provides a policy-based approach to services that support the network
such as NTP, DNS, DHCP.

In this course, you integrate ISE and Catalyst Center which gives you the ability to manage physical
devices, logical segmentation, IP, transport rules as well as Authentication, Authorization and
Accounting (AAA) of users and devices along with an overview and introduction to SD-Access and
Catalyst Center.

Who Should Enroll

The primary audience for this course is as follows:
e Anyone interested in knowing about SD-Access
e Personnel involved in SD-Access Design and Implementation
e Network Operations team with SD-Access solution

COURSE OBJECTIVES

Upon completing this course, the learner will be able to meet these overall objectives:

Explain the role that ISE plays as part of the solution

Configure AAA services and TrustSec Policy in ISE

Explain ISE Integration with Catalyst Center for Policy enforcement

Know and understand Cisco’s SD-Access concepts, features, benefits, terminology and the
way this approach innovates common administrative tasks on today’s networks.
Differentiate and explain each of the building blocks of SD-Access Solution
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e Explain the concept of “Fabric” and the different node types that conform it (Fabric Edge
Nodes, Control Plane Nodes, Border Nodes)

e Describe the role of LISP in Control Plane and VXLAN in Data Plane for SD-Access Solution

e Understand TrustSec concepts, deployment details and the way it is used as part of SD-
Access Solution for segmentation and Policy Enforcement

e Understand the role of Catalyst Center as solution orchestrator and Intelligent GUI

e Be familiar with workflow approach in Catalyst Center - Design, Policy, Provision and
Assurance

Learning Path Prerequisites

The knowledge and skills that a learner should have before attending this course are as follows:
e Knowledge level equivalent to Cisco CCNA Routing & Switching
e Basic knowledge of Software Defined Networks
e Basic knowledge of network security including AAA, Access Control and ISE
e Basic knowledge and experience with Cisco 10S, 10S XE and CLI
COURSE OUTLINE
Module 1: Cisco ISE Integration for SD Access
Module 2: Introduction to Cisco’s Software Defined Access (SD-Access)
Module 3: Catalyst Center Workflow
Module 4: SD-Access Campus Fabric

Module 5: Campus Fabric External Connectivity for SD-Access

Module 6: Implementing WLAN in SD-Access Solution

Course Schedule

Date Time Price Options

Why Professional Choose TOPTALENT?

Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses



Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.

For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.
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What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?

You will receive a ‘Certificate of Completion’ once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



