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Analyzing 5G/4G Networks with Wireshark

Price: 2395
Duration: 3 days

Delivery Methods: Virtual

Overview

This course aims to equip participants with comprehensive skills in network analysis and
troubleshooting for 5G, including examples from 4G LTE and VolP networks. Learn the
fundamentals of Wireshark, including installation, configuration, and basic packet capturing
techniques, then, power-up your ability to understand 5G protocols including NAS, NGAP, HTTPZ2,
SIP, RTP and more. By the end of the course, students will be proficient in capturing, analyzing, and
interpreting 5G network traffic, enabling them to effectively troubleshoot and optimize modern
communication networks.

Outline
Summary
Register for Poll

e Meet VIRGIL: Your Al Lab Coach
e Welcome to the Alta3 Research Lab Environment

Up and Running
e Using Vi and Vim
e Efficient CLI Usage with Tmux

Al Lab Assistance
Introduction to Network Analysis

e Overview of Network Analysis
e Introduction to TCP IP Terms

Getting Started with Wireshark
e Introduction to Using Wireshark

Capturing Packets
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e Starting and Stopping Captures with Wireshark
e Using TCPdump to make pcap Files for Wireshark
e Introduction to Termshark

Basic Analysis Techniques

e Ethernet Analysis - ARP Broadcast
Ethernet Analysis - Unicast
Encoding

Using the Packet Bytes Window
Wireshark - tshark

Filtering Techniques

e Display Filters in Wireshark

Working with Display Filters

Wireshark Colorization Rules

Find packet

Flow and 10 Graphs

PCAPs to Text, CSV, JSON, XML, and PDF
Display Macros

Decoding SSL Traffic with Wireshark

5G Captures

e 5G Registration Analysis with Wireshark

e Analysis of NGAP and the N2 Interface with Wireshark
e 5G NAS and Wireshark

e GTPin 5G

Advanced Analysis Techniques

e Resolve Network Addresses with Wireshark
Specialized Protocol Analysis and Wireshark for VolP
Diameter

e Diameter and SCTP
e Diameter Analysis

SIP Stack

¢ Introduction to Wireshark for VolP

e Successful REGISTER by a User Agent
e Packet Analysis with Wireshark

e Troubleshooting a 404

Filters

e Wireshark Filters to Know



5G Emulation (OPTIONAL)
Start your 5G network (OPTIONAL)

e Start the 5G core
e Start the gNB RAN
e Start Web Console

Adding Subscribers (OPTIONAL)

Configuring the UE SIM Card

UE 5G Core Configuration

Start UE plus Network Slicing Analysis
Analyzing UE Status

Creating 5G Packet Captures (OPTIONAL)

e Lecture-LAB 5G Reg Capture
e 5G PDU Session Capture

Continuing Education

e Planning & Consulting with Alta3 Research
e Continuing Education

Objectives

e Wireshark Fundamentals

e 4G and 5G Protocol Analysis

e Specialized Protocols and VoIP Analysis
e Advanced Analysis Techniques

e Troubleshooting Network Issues

Audience

e 4G and 5G Network Professionals
VolP Engineers

Network Engineers and Developers
Cloud Engineers

Software Developers

Technical Managers and Leads

Course Schedule

Date Time

Why Professional Choose TOPTALENT?

Price

Options



Dedicated Texas-Based Support

Get assistance every step of the way from our Texas-based team, ensuring your training

experience is hassle-free and aligned with your goals.

3000+ Curated Professional Courses

Access an extensive portfolio of over 3000 courses across IT, Business Application and Leadership -

Designed to meet evolving Industry demands

95% Client Approval Rating

Trusted by professionals nationwide our 95% approval rating reflects consistent quality,

measurable impact and exceptional service.

Certified Industry Instructor

Learn from professionaly certified experts with real world experience and a proven commitment to

learner success.

For questions

call:

(469) 721-6100

Email:

info@toptalentlearning.com

Find More Training

FAQ

What if | have to reschedule my class due to conflict?

Ten (10) business days’ notice is required to reschedule a class with no additional fees. Notify
TOPTALENT LEARNING as soon as possible at 469-721-6100 or by written notification to

info@toptalentlearning.com to avoid rescheduling penalties.


https://toptalentlearning.com/contact-us
https://toptalentlearning.com/contact-us
https://toptalentlearning.com/find-training

How do | enroll for this class?

Please contact our team at 469-721-6100; we will gladly guide you through the online purchasing

process.

What happens once | purchase a class?

You will receive a receipt and an enrollment confirmation sent to the email you submitted at
purchase. Your enrollment email will have instructions on how to access the class. Any additional

questions our team is here to support you. Please call us at 469-721-6100.

What is your late policy?

If a student is 15 minutes late, they risk losing their seat to a standby student. If a student is 30
minutes late or more, they will need to reschedule. A no-show fee will apply. Retakes are enrolled

on a stand-by basis. The student must supply previously issued courseware. Additional fees may

apply.

What happens when | finish my class?

You will receive a ‘Certificate of Completion” once you complete the class. If you purchased an
exam voucher for the class, a team member from TOPTALENT LEARNING will reach out to discuss

your readiness for the voucher and make arrangements to send it.



